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Attack Category

e Madlicious Input

Vulnerability Category

e Buffer Overflow
e Input source (not really attack)
¢ Unconditiona

Softwar e Context

e String Management

L ocation

Description

The gets() function isintrinsically unsafe and should
not be used.

The gets() function reads characters from stdin

and stores them in a buffer until a newline or EOF
character is encountered. Thereis no way to specify
the size of the buffer, and so this function is very
vulnerable to buffer overflows.

APIs

FunctionName Comments

_getts

_getws
gets

Method of Attack

Exception Criteria

The gets() function is unsafe because it does no form
of bounds checking on the input size. An attacker
can feed arbitrarily sized inputsto gets() and easily
overrun a buffer.

None. Do not use gets().

Solutions

Solution Solution Solution
Applicability | Description Efficacy

C code Use an input Eliminates the
function that buffer overflow
has alimit on problem,

the number of | but fgets() is
charactersthat | deprecated
will be read into | because if

the buffer. thereisanull

in the input
datait will be

1. http://buildsecurityin.us-cert.gov/bsi-rules/35-BSI.html (Barnum, Sean)
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Signature Details

Replace gets()
with fgets(buf,
sizeof (buf),
stdin) or aC++
stream object.

If "buf"
isastatic
buffer locally
defined, add a
sizeof (buf)-1
cal. If malloc'd
locally, use

the malloc

size (minus 1).
Make sure there
isa"\Q" at the
end of the buf
when returning.

misinterpreted
asanend

of string
terminator.

C++ code

Replace gets()
with aC++
stream method
that has alimit
on the number
of characters
that will be read
into the buffer
(cin.getling(buffe
bufSize), for
example).

If "buf" isa
static buffer
locally defined,
bufSize can

be replaced by
sizeof (buffer).
If malloc'd, use

Effective as
long as buffer
sizeiscorrectly
specified.

s

the malloc size.

The gets() function is called.

Examples of Incorrect Code

char strl1f[10];

gets(strl);

[* If the string is nore than

10 characters,
spill over

menory.

the overflow wll

into the adjoining

Examples of Corrected Code

char str1[10];
si zeof (strl1), stdin);

fgets(stri,

[* WII

not overfl ow.
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Note that if buffer is malloc'd,
sizeof () will not work and the
mal | oc size should be used. */
/* In C++, use of
iostream:getline() is preferred.
*/
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Recommended Resour ces

Discriminant Set Operating System +  Windows
L anguages - C
e C++
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